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INTRODUCTION

Introduction
One of the biggest 21st-century challenges for public safety is finding
smarter and more efficient ways to deploy and protect first responders.
Years of data from law enforcement, fire departments,
and other agencies that share responsibility for
protecting all Americans demonstrate that real-time
communication is critical to improving response,
safeguarding the public, and keeping first responders
safe.¹ This means that mobile technology—including
voice and data—must be fully integrated into
public safety responses.
The first layer of communication is a continual
connection between first responders and command.
This ensures ongoing situational awareness between
responders in the field and enables command to
efficiently deploy or redeploy responders to deal
with changing conditions.
The second layer of communication involves remote
monitoring systems, to provide early warning about
emergency situations, and drones, to size up public
safety incidents. Both layers are necessary to reduce
physical risk to emergency responders. These systems
can produce vast amounts of data, which must be
transmitted instantly to responders and command,
so their decisions about public safety emergency
responses are well informed.

In a world demanding more accountability, wireless
technology enables agencies to continually stream data
from the field to protect first responders and ensure
their performance is consistent with their agencies’
expectations and standards.
At T-Mobile, our experience with diverse public safety
agencies gives us insight into how mobile technology
can benefit these organizations and the steps they
should take to deploy it cost-effectively.
This e-book discusses the potential of some new
wireless technologies and what agencies can do to
maximize benefits. It also offers information about
federal grant funds available to help agencies improve
their public safety efforts.
1 nij.ojp.gov
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CHAPTER 1

While public safety agencies are deploying cutting-edge technologies, they’re also rethinking existing
tools. Some emergency services are turning smartphones into multipurpose tools, loading them with
powerful new applications tailored to public safety needs.
The result? Improved situational awareness and more effective communication.
Several apps are available for first responders. Here are a few of the most popular options:

CHAPTER 1

The power of
smartphones

T-Mobile Direct Connect® is a
fully integrated Push-to-Talk
(PTT) solution that allows first
responders to replicate many
traditional LMR features and
functionalities across their
smartphone deployments.
With the addition of rich features
such as multimedia messaging,
real-time presence, talkgroup
scanning, and priority calling,
public safety can augment
current coverage and
capacity, increase situational
awareness and operational
efficiency, and future-proof
their PTT investments.

FirstTwo provides information
ranging from insights into who
may be behind a door to data
about neighbors and family
members. Visual intelligence
leads to better incident-related
decision making.
Motorola Aerial Watch enables
emergency responders to
securely view live video streams
from aerial drones, alerts about
missions, and drone location
updates from their smartphones.
Samsung DeX allows first
responders to use smartphones
and tablets in place of traditional
desktop PCs and laptops,
simplifying workflows and
reducing IT costs.

Sound meter apps enable
law enforcement officers
responding to noise complaints
to quickly determine whether
the commotion violates
noise ordinances.
Team Awareness Kit (TAK) is
a mission planning, geospatial
tool that provides real-time
geolocation at an operator level
and dramatically improves
situational awareness for first
responders. It also enables
encrypted data transfer for text
and file sharing.

Vigilant® LPR scans license
plates and uploads them to
a department’s account,
where they are matched to
whitelists or hotlists.
This is a brief sample of a wide
array of smartphone apps
available for first responders.
The list continues to grow
as developers rush to create
additional mobile apps to
support emergency personnel.

Capable equipment may be required. Examples are informational, not endorsements.
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CHAPTER 1

Equipping officers with the right tools

A smartphone body camera solution

Officer wellness

T-Mobile for Government has teamed up with Visual Labs to develop a sophisticated yet affordable bodyworn camera solution that turns smartphones into body or dash cameras. The hardware/software solution
combines Connecting Heroes® rate plans from T-Mobile—which include free smartphones and discounted
service—with Visual Labs software and allows department-issued body cameras, cell phones, and digital
cameras to be consolidated into a single device. All footage taken by the new device is geo-tagged to
document accident scenes and evidence, making police officers more efficient. In addition, the devices
can connect to the T-Mobile 5G network to help ensure first responders maintain ongoing connectivity and
communication. From daily operations to emergency situations, officers can depend on all-in-one devices
backed by broad coverage for mobility and higher transmission speeds for quick action.

Agencies are looking for ways to deliver mental health services to first responders to make
it easier to get help. Several companies have developed apps tailored to first responders,
including Bulletproof, which offers anonymous and confidential access to mental health
and wellness counselors and initiatives, addiction awareness tools, and assessments.2
Lighthouse Health & Wellness offers similar capabilities in a free app sponsored by
private and nonprofit funding.3
2 bulletproof.org

3 lighthousehw.org

For state & local fire, police, and EMS agencies’ first responder lines; eligibility verified. Not intended for continuous bodycam livestreaming or upload. Capable device required for 5G.
Some uses may require certain plan or feature; see T-Mobile.com. Coverage not available in some areas and may be impacted by emergencies; check your response area.
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CHAPTER 2

Most agencies have barely tapped into the potential of
technology to help anticipate, assess, and manage crises.

CHAPTER 2

Four exciting wireless
technologies that are
transforming public safety

The breakthrough these technologies offer is only possible because of the
advantages of 5G networks. Today, our 5G download speeds are two times
faster than our 4G LTE and getting faster. As the technology continues to
develop, it will deliver significantly more bandwidth or capacity, and operate
with dramatically reduced latency.⁴ That higher performance is needed to
handle the enormous volumes of data new technologies will deliver
to provide situational awareness before the first emergency services
responder arrives at the scene.
The number of new technologies available is mind-boggling, but consider
just four that can transform how your agency approaches its mission:

IoT | AR/VR | Drones | Robots
Based on download speeds. Capable device required; coverage not available in some areas.
Some uses may require certain plan or feature; see T-Mobile.com.
4 businessinsider.com
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CHAPTER 2

IoT
As consumer IoT devices proliferated over the past decade, many industries recognized the business
benefits, streamlining processes and safeguarding employees. Each with its own targeted function,
Public Safety Internet of Things (PSIoT) devices provide first responders with what the National Public
Safety Telecommunications Council calls “actionable intelligence”—the transformation of raw sensor
data into alerts and even next steps.⁵
Whether the goal is preventing emergencies or equipping first responders with situational data,
IoT has clear applications in federal, state, and local governments:
• Sensors on public
infrastructure, like roads or
bridges, can report on traffic,
weather, and other conditions,
alerting authorities about
risky conditions before a
catastrophe occurs.

• Industrial sensors can identify
fires or chemical fumes in
plants before responders
arrive, pinpointing threats and
enabling responders to take
needed precautions.

• Remote cameras and
CCTV systems can enable
emergency agencies to
assess situations and
conditions before first
responders hit the ground.

While many of these devices can operate on older networks, and 4G will continue to support
some IoT use cases, 5G provides benefits not available with 4G, including the ability to support a
massive number of static and mobile IoT devices with diverse ranges of speed, bandwidth,
and quality of service requirements.6
Plus, newer technologies like facial recognition systems and autonomous and semi-autonomous
systems like robots require the bandwidth and reduced latency that 5G networks will offer.
5 www.911.gov 6 gsma.com
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CHAPTER 2

AR/VR
Image courtesy of Longan Vision Corp.

By combining augmented reality and virtual reality (AR/VR), emergency responders can “see”
problem situations that previously could only be assessed by putting someone’s life at risk.7
AR/VR also allows agencies to train public safety professionals through realistic simulations of
wildfires, active shooter scenarios, and other situations.
As every first responder knows, saving lives requires quick evaluation, which is often a dangerous
task. Imagine leveraging AR in an industrial blaze—using construction plans overlaid with realtime incident data streamed from embedded connected devices, firefighters could “see” how
the fire is traveling at minimal reconnaissance risk. Or consider how effectively engineers and
emergency personnel could respond to a nuclear reactor leak if they could “see” the leak before
deploying personnel into the containment structure.
AR/VR devices need the capacity and lower latency 5G networks will offer to operate optimally.8
7 statetechmagazine.com

8 qualcomm.com

Technology to improve first
responder and citizen safety
One company has developed a revolutionary vision system designed to
change how first responders respond to dangerous disasters, improving
safety under the riskiest conditions.
The Fusion Vision System (FVS) from Longan Vision combines the power of
thermal imaging and augmented reality to give first responders clear visuals
on a scene—no matter how dark or smoky the location. The system, which
fits on the first responder’s helmet, makes it easy for them to avoid obstacles
in treacherous conditions and detect people in need of rescue.
Linked to a 5G network, the FVS transmits what the first responder sees to
a nearby commander and the department’s main command center to help
decision-makers move and deploy personnel.
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CHAPTER 2

Drones
Though the U.S. military has used drones since the 1990s, many public safety agencies are now exploring
their potential for use in emergency situations. As of 2019, 75% of public safety agencies reported they were
pursuing a drone program.⁹ Drones can be used to:
• Conduct wilderness searches
for missing persons, covering
vast areas more quickly than
search teams on foot.

• Do reconnaissance to gather
real-time information about
dangerous situations or
changing conditions, enabling
emergency personnel to
tailor a response to the actual
events on the ground.

• Gather information about
wildfire hotspots, giving
smoke jumpers advanced
information–both to attack
wildland fires and protect
themselves when wind gusts
cause dangerous crown fires.

• Provide situational awareness,
enabling authorities to size
up hostage or terrorist
situations before putting
personnel at risk.

• Expand communication range
by carrying antennas above
topographic obstructions
or structural debris to allow
personnel in remote or heavily
damaged areas to connect
with experts in the outside
world. This is also critical in
suburban and dense urban
environments, where agencies
deploy drones to scout public
safety issues in buildings
or extend high-speed
connectivity in settings where
wired communications have
been interrupted.

The reduced latency possible with 5G networks means drones will be effectively controlled in real time,
allowing operators to react in changing conditions and keep drones functioning optimally. With network
expansion, 5G will also enable both semiautomated and fully automated flight operations. Plus, 5G networks
will make it possible for AI-equipped drones to stream vast volumes of data in real time, dramatically improving
a drone’s perception capabilities.10
9 droneresponders.org

10 isemag.com
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CHAPTER 2

Robots
The rapid improvement of robotics and artificial intelligence makes
these devices more attractive to fire services and law enforcement.
Technological advancements make it possible for robots to react
to their surroundings, reducing the need to control them remotely.
These devices can provide vast amounts of data about dangerous
situations to emergency personnel deployed at a safe distance.
They even have the potential to fight fires, search for hazardous
materials, and help extricate people in dangerous areas.11
Smart robots will be affordable thanks to cloud robotics enabled by
5G. System intelligence—which traditionally had to be built into
each robot, dramatically increasing costs—will be stored in the
cloud. Robots will simply get their analysis and instructions from
cloud-based software.
These advanced technologies are exciting for their ability to
transform emergency response—and keep first responders safer.
However, they can only deliver on their true potential when coupled
with the right 5G network.
11 ieeexplore.ieee.org

T-Mobile at the leading edge
of innovation
T-Mobile is helping to shape tomorrow’s technology
by working with the people who are creating it today.
In partnership with Curiosity Lab and the Georgia Institute of
Technology, we built a 500-acre smart technology park in Atlanta
that is home to the 5G Connected Future incubator program.
Our Extended Range 5G and Ultra Capacity 5G network serves
as the backbone of the park, which is dedicated to promoting 5G
innovation by building and testing new 5G technologies, such
as autonomous vehicles, robotics, industrial drone applications,
mixed reality training and entertainment, remote medical care,
personal wearables, and more.
The incubator is an expansion of the T-Mobile Accelerator and part
of our efforts to fuel 5G innovation.
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CHAPTER 3

Whether it’s the ubiquitous smartphone or leading-edge
technologies, the innovations with the greatest power to
revolutionize public safety have one thing in common:
They require widespread, reliable, and fast broadband connectivity.

CHAPTER 3

T-Mobile 5G
provides the
foundation for
public safety
transformation

T-Mobile operates America’s largest, fastest, and now according to umlaut, most
reliable 5G network. A broad and deep 5G network uses different spectra to
transmit data in congested urban settings versus over long distances in rural areas.
Our combination of low-, mid-, and high-band spectrum allows T-Mobile to create
a transformative network capable of driving innovation across a massive array
of connected devices. And with the ability to connect to the network first, first
responders can depend on the network capacity to transmit more critical data
when it matters most.
More data means more devices, systems, and public safety vendors. To deliver on the
promise of faster responses and better outcomes through technology, agencies will
need true broadband interoperability: a common language for telecom services. A
leading 5G network can position first responders to expand use of drones, robots, and
other connected devices without sacrificing reliable connectivity.

Capable device required for 5G; coverage not available in some areas. Some uses may require certain plan or feature; see T-Mobile.
com. Most Reliable: 5G mobile network results in the US are based on an audit report conducted by independent third-party umlaut containing crowdsourced data for user experience collected from April 2021 to September 2021. Full details can be found on:
www.umlaut.com/en/benchmarking/USA. Fastest: average, overall combined 5G speeds according to Opensignal Awards—USA:
5G User Experience Report October 2021, based on independent analysis of average speeds from mobile measurements recorded
during the period June 14 – September 11, 2021 © 2022 Opensignal Limited

Spectrum is the fuel that
drives a 5G network
High-frequency bands
(28GHz 5G only)

Ultrafast data
transmission but
limited range measured
in city blocks

Mid-frequency bands
(1900MHz, 2100MHz,
and 2.5GHz)

Transmits data faster
but is targeted

Low-frequency bands
(600 and 700MHz)

Transmissions reach
a wider area
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CHAPTER 4

A great 5G network does more than lay the foundation for new
technologies that will improve emergency response in the future.
It also solves very real, very old problems that emergency responders
have wrestled with for years:

Audio
clarity

CHAPTER 4

A great network solves
immediate emergency
responder challenges

Firefighters have long sought
improved audio clarity12 that
will enable them to remain
in virtually continual contact
with one another, maximizing
situational awareness
and avoiding dangerous
communication blackouts.

Telehealth
data and video
streaming
Emergency medical services
teams need to securely transmit
patient records, data, and even
patient videos to hospitals so
that diagnoses can be made
and treatments can begin as
early as possible, improving
every emergency patient’s
chances of recovering. But the
limited availability of mobile
broadband—especially in rural
areas—has slowed the rollout of
superior telehealth technology.13

Reliable
backup
Broadband is a key fail-over
solution for wired connectivity.
It can also be leveraged to
extend coverage for traditional
LMR—especially relevant for PTT
applications such as T-Mobile
Direct Connect. In cases where
wired connectivity is either
unavailable or too costly to
build and maintain, broadband
is viable for terrestrial
connectivity to LMR sites.

12 nist.gov 13 ems.gov
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CHAPTER 5

CHAPTER 5

Service above
and beyond

T-Mobile Emergency Response Team
In the United States, the number of billion-dollar weather and
climate disasters rose from three in 1980 to a record-setting 22 in
2020. The cost of these disasters in 2020 alone totaled $95 billion.14
The T-Mobile Emergency Response Team (ERT) is a national, crossfunctional team with vast experience in public safety operations
and mission-based support. Our mission is to partner with public
safety across all phases of response including planning, training and
exercising, response operations, and recovery.
ERT operations span governmental and non-governmental
organizations for both planned and unplanned public safety
driven events. This includes the coordination of a nationwide
fleet of deployable communications assets such as SatCOLTs,
COWs, COLTs, Portable Satellite Systems, Network Extenders,
Generators, and other capabilities.

When agencies partner with T-Mobile ERT, they access:
• A dedicated team of experts available 24/7/365 to consult on
and coordinate technology resources needed to plan for, mitigate
against, respond to, and recover from all-hazards events.
• More than 20 years of experience #ServingThoseWhoServe with
rapid-deployable networks, mobile devices, and professional
expertise to help ensure reliable and robust communications.
• Solutions tailored to solve specific situational needs within the
budgetary constraints imposed on agencies today.

The T-Mobile ERT leverages unique field experience to guide
agencies through the tools and technologies that promote resiliency,
improve mitigation plans, and identify and obtain T-Mobile resources
for response operations support.

14 ncdc.noaa.gov
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CHAPTER 6

Funding available
for preparedness

Annual investment in public safety has increased, with
the Department of Homeland Security (DHS) offering
preparedness grants totaling $1.9 billion in 2021, an increase
of $90 million over 2020.15 Funds are available to help
agencies invest in the kinds of technologies that will help
them anticipate or assess situations and not just equipment
to respond to those situations.
Some agencies may be disappointed that so much funding is directed
toward preparedness rather than, say, new vehicles. Still, effectively
anticipating problems can help reduce agency spending. Better planning
allows agencies to manage their resources, be informed when they respond,
and protect emergency responders through situational awareness.
It’s clear: emergency mitigation investments reduce costs for disaster
response and recovery. One study found taxpayers save $6 for every $1 the
federal government spends on mitigation activities.16
FEMA’s grants aim to improve community resilience through pre-event
planning and mitigation strategies by providing grants and public assistance
that adhere to approaches like the National Incident Management System
(NIMS). Grants are available to help responders anticipate and address
virtually every kind of emergency.

15 fema.gov 16 pewtrusts.org
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CHAPTER 6

Examples of federally supported grants
Homeland Security Grant Program (HSGP) offers risk-based grants to
support state, local, tribal, and territorial efforts to prevent, mitigate,
respond to, and recover from acts of terrorism and other threats. HGSP
is a comprehensive grant program that includes three individual grants:
State Homeland Security Program (SHSP) funding supports
the implementation of risk-driven, capabilities-based State
Homeland Security Strategies to address capability targets.
Urban Area Security Initiative (UASI) funding reinforces
regional preparedness and capabilities in designated highthreat, high-density areas.
Operation Stonegarden (OPSG) funding enhances
coordination among state, local, tribal, territorial,
and federal law enforcement agencies to jointly maintain
security along the U.S. land and water borders.

Emergency Management
Grant Program (EMGP)
provides state, local, tribal,
and territorial emergency
management agencies the
resources to implement the
National Preparedness System.
Funds can be used to build and
sustain core capabilities across
the prevention, protection,
mitigation, response, and
recovery mission areas.
Intercity Bus Security Grant
Program (IBSGP) and the
Transit Security Grant Program
(TSGP) enhance resilience
and help protect surface
transportation infrastructure,
public transportation systems,
and the traveling public from
acts of terrorism.

Nonprofit Security Grant
Program (NSGP) supports
target hardening and other
physical security enhancements
and activities by nonprofit
organizations that are at high
risk of terrorist attacks.

Port Security Grant Program
(PSGP) provides funding
to state, local, and privatesector partners to help protect
critical port infrastructure from
terrorism, enhance maritime
domain awareness, improve
port-wide maritime security risk
management, and maintain or
reestablish maritime security
mitigation protocols that
support port recovery and
resiliency capabilities.

Tribal Homeland Security Grant
Program (THSGP) supports
the building, sustaining, and
delivery of core capabilities
needed to achieve the National
Preparedness Goal of a secure
and resilient nation.
Assistance to Firefighters
Grant Program (AFGP) funds
resources to equip and train
emergency personnel, enhance
efficiencies, and support
community resilience.
COPS Hiring Program (CHP)
is a competitive grant program
designed to provide law
enforcement agency funding
for the hiring and/or rehiring
of additional career law
enforcement officers, with the
aim of increasing community
policing capacity and crime
prevention efforts.

Edward Byrne Justice
Assistance Grant (JAG) is
administered by the Department
of Justice and provides states,
territories, tribes, and local
governments with critical
funding to support a range of
program areas including:
• Law enforcement
• Prosecution and court
operations
• Prevention and education
• Corrections and community
corrections
• Drug treatment and
enforcement
• Planning, evaluation, and
technology improvements
• Crime victim and witness
initiatives
• Mental health programs and
related law enforcement
and corrections programs,
including behavioral
programs and crisis
intervention teams

15

CHAPTER 7

The future is promising, but most emergency
response agencies lack the resident
expertise that enables them to quickly
embrace the power of new technology.
They need private-sector partners who understand the transformative power of technology.
The key is to find partners who understand best-practice use of technology in public safety
and can leverage best-practice experiences from other industries.
This kind of expertise is critical to select and manage the right new technology for specific
applications and deal with its complexity.

CHAPTER 7

Unlock the future with
public/private partnerships
16

CONCLUSION

Partnering with T-Mobile
The extensive work that T-Mobile for Government has done in partnership with public
safety agencies nationwide means we have a unique understanding of the challenges
you face. We know you’re dealing with resource constraints, and we can show you how
affordable technology can transform your agency’s emergency response.
Innovation is the key. That is why we partner with pioneering organizations that are working
to develop exciting new technologies and those researching new ways to use existing
ones such as Longan Vision and Visual Labs. And that’s why we offer programs like
Connecting Heroes, which offers free service or devices to upgrade dated technology
and free service to first responders.
T-Mobile provides the technical expertise, network connectivity, mobile devices, solutions,
and a deep pool of partners that first responders need.

Our dedicated team is available 24/7/365 and can be accessed through
your account management team, directly through the National Deployment
Management team, or via the ERT Dedicated Hotline at 888-639-0020.
For additional information, please contact T-Mobile.com/PublicSafety.

Public safety agencies’ greatest need for
cutting-edge technology includes devices and
connectivity that can deliver information to first
responders in real time. T-Mobile has created
a program called Connecting Heroes that
represents the company’s 10-year commitment
to provide free service and 5G access to first
responder agencies. The program aims to save
public and non-profit state and local fire,
police, and EMS departments $7.7 billion by
offering free or discounted 5G unlimited
plans and devices.
For state & local fire, police, and EMS agencies’ first responder lines; eligibility
verified. Capable device required for 5G. Some uses may require certain plan or
feature; see T-Mobile.com. Free devices available with select paid Connecting
Heroes plans. Coverage not available in some areas and may be impacted by
emergencies; check your response area.
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