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Introduction

Let’s face it: 2020 has been a challenging year.
The world endured more social, economic, and
infrastructural pressures than ever before.
IT and business decision makers had to define and commit to their digital
transformation strategy and solve the unprecedented puzzle of keeping companies
afloat while managing distributed workforces.
From a communications standpoint, 2020 has been the year of true mobility
enablement—as more people come to rely on anywhere access to apps, devices,
and data. Work is set to truly become “mobile-first” and drive new levels of business
transformation. The accelerated pace of change requires business leaders to rapidly
adapt their workplace culture, create more agile communications with customers,
increase employees’ access to tools, and garner more actionable insights from
real-time data—all while ensuring that this growing dependency on mobile devices
doesn’t compromise enterprise security.
In this report, we’ll discuss key trends and insights that business and IT leaders
can leverage to continue their journey to digital transformation, gain an edge over
competitors, build differentiation for their customers, and increase efficiency beyond
what was previously possible. We’ll look at what it means to have a mobile-first
business culture, what to consider from a security perspective, and how 5G will
enable even deeper levels of innovation.

Trends:

01

A mobile-first culture drives business transformation

02

Mobility requires a new approach to security

03

5G enables new levels of innovation
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With the rise of 5G, mobile experiences will be faster and
more agile than ever before. This mobile technology will
enable other solutions like the Internet of Things (IoT),
where devices and machines connect and communicate—
from simple sensors and personal wearables to connected
hospitals, farms, and factories that generate data and
actionable insights.

The global 5G services market is expected
to grow at a compound annual growth
rate of 43.9% from 2021 to 2027 to reach
$414.5 billion by 2027.1

2021

1. https://www.grandviewresearch.com/industry-analysis/5g-services-market

$414.5B

2027

TREND

01

A mobile-first culture
drives business
transformation
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Trend 1: A mobile-first culture drives business transformation
The move to mobile isn’t anything new. One look at commuters on the subway
or bus over the past few years makes it clear—we increasingly rely on our
mobile devices to do almost everything, including work. When COVID-19 hit, it
accelerated a shift that was already occurring, making us more dependent than
ever on our mobile devices.
According to Gallup, the percentage of Americans working remotely more than
doubled in March 2020,2 prompted by shelter-in-place orders in response to the
coronavirus pandemic. Many expect at least some of this shift to be permanent.
And from an employee point of view, 3 in 5 U.S. workers would prefer to continue
to work remotely.
Even those who have returned to the traditional workplace continue to rely on a
wide array of mobile devices, applications, and digital processes to get work done.

Filling gaps in the digital divide
Today’s workforce is enabled by always-connected devices such as smartphones,
tablets, and laptops. An enterprise’s ability to adapt to a mobile-first work
culture has proven to be varied and wide. For most, the pandemic tested each
company’s resiliency and adaptability, but it also shone a light on challenge—
such as inefficient or manual processes and perceived or real collaboration and
communication barriers.
Pervasive connectivity is a critical element for closing the digital divide.
Companies that prioritize simple and ubiquitous remote access to documents,

2. https://news.gallup.com/poll/306695/workers-discovering-affinity-remote-work.aspx
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data, apps, and systems will have a competitive advantage by enabling
greater agility, collaboration, and responsiveness.
According to IDC’s U.S. Business Use Smartphone Forecast, 20202024, over the next year companies will prioritize investment in security,
collaboration, and basic office productivity tools to support work-fromhome employees. In addition, almost half of organizations surveyed
said they will invest in IT support automation and secure access to
applications, addressing key areas impacting productivity.

BYOD continues to evolve
For some industries, bring-your-own-device (BYOD) is on the rise, delivering
increased mobile flexibility and satisfaction for employees, while helping
to reduce IT costs, enhance productivity, and improve security and control
for enterprises. The market for BYOD solutions is expected to grow at a
compound annual growth rate (CAGR) of 15% annually from 2020 to 2025,
reaching $430.45 billion in 2025.3 What’s more, Gartner predicts growth in
“bring your own enhancement,” (BYOE)—the trend in which companies enable
employees to connect to company resources using their personal wearables and
other human augmentation technology.
While BYOD usage is growing, the industry is noticing a shift in the other
direction, with some companies preferring corporate control of devices. Threequarters of IT directors worry about costs associated with BYOD, according to
a recent survey for IT services provider Damovo UK.4 Without the ability to buy
bulk call and data plans, employers could foot a much bigger bill in employee
expenses. Other concerns relate to increased security risks for the influx of
devices, corporate data protection, additional software costs, and IT support
for BYOD.
Today, industries including automotive and mining already rely on wearables
to improve worker safety. In addition, augmentation through wearable devices
results in significant productivity advancements in healthcare and travel
industries. Enterprises will need to balance the control of these devices—as 30%
of companies are expected to extend BYOD policies to support BYOE by 2023.5

3. https://www.mordorintelligence.com/industry-reports/byod-market
4. https://www.zdnet.com/article/byod-10-reasons-it-wont-work-for-your-business/
5. https://www.gartner.com/en/newsroom/press-releases/2019-22-10-gartner-unveils-top-predictions-for-it-organizations-and-users-in-2020-and-beyond
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$430B

the predicted value of the
BYOD market by 2025.

Mobile UX is key to enhancing workforce
productivity
Successful mobile-first culture empowers employees to get work done more
efficiently on mobile devices than they can on traditional PCs.

01 App usability
Providing employees with mobile-specific applications that offer rich experiences
on any device can drive engagement and collaboration. Customers can also
benefit from mobile innovation, such as push notifications triggered by location
to deliver relevant offers.

02 Speech recognition
Voice and chat are growing in importance with a third of companies requiring
that their applications be accessible through these formats by 2021.6

03 Mobile cameras
High-quality cameras on mobile devices make capturing and sharing photos
and videos easy for collaboration, site and equipment inspection, or research.

04 Mobile proximity features
Access to analytics from mobile devices is growing in importance with
more personalization and relevancy based on proximity. This means better
visualization on devices, but also more precise information that gives workers
the context they need to more effectively collaborate.

05 Mobile-based inputs
By taking advantage of simple gestures and camera-based inputs, business
applications are becoming much easier to use on mobile devices, resulting in
improved user experiences.

6. https://www.microstrategy.com/us/resources/blog/bi-trends/2020-vision-the-next-decade-for-enterprise-mobility
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TREND

02

Mobility requires a new
approach to security
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Trend 2: Mobility requires a new approach to security

The shift to a mobile-centric business
environment heightens the need for enterprises
to protect both company and user data from
growing mobile security threats.

91%

41%

of cybercrime begins with a user clicking a malicious
link in an email—something they’re three times more
likely to do on a mobile device. (Source: Deloitte, Lookout)
of all data breaches (over a 10-year period) trace to
lost devices such as laptops, tablets, and smartphones.
(Source: Forbes)

With data on more devices and in more locations than ever, organizations must
not only be more vigilant, but adopt new approaches to securing business
information. In addition, businesses deal with increased security challenges
as mobile cyber threats continue to accelerate at an unprecedented pace.7

50%+

of all enterprise mobile endpoints encountered risky
networks. (Source: Zimperium 2019 “State of Enterprise Mobile Security” Report)

End-to-end device management

62%

of businesses experienced phishing and social
engineering attacks. (Source: Cybint Solutions)

55%

of businesses say mobile devices are the most
vulnerable points in their systems. (Source: Ponemon Report)

94%

of network attacks were man-in-the-middle (MITM)
variations where attackers hijack traffic to steal
credentials/data or deliver exploits to compromise
devices. (Source: Zimperium 2019 “State of Enterprise Mobile Security” Report)

Trend Micro reports that they blocked 12.7 million high-risk threats that passed
through the built-in security of cloud-based email services in 2019 alone.8
In a separate study, they note that malicious mobile apps are still available on
legitimate app distribution services, citing 220,000 mobile banking malware apps
found in 2019.9
Modern security needs to cover the full range of endpoints—including BYOD and
BYOE devices. Enterprises need to protect their employees and their business from
cyberattacks while giving employees control over their personal apps and data.

1 in 36 mobile devices had high-risk apps installed.
7. https://www.forbes.com/sites/gilpress/2019/12/03/141-cybersecurity-predictions-for-2020/#56980d331bc5
8. https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/trend-micro-cloud-app-security-report-2019
9. https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/review-refocus-and-recalibrate-the-2019-mobile-threat-landscape
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(Source: Symantec)

Critical capabilities
• Protect devices and apps using a zero-trust approach to security
• Identify and block suspicious access based on context
• Detect and block complex threats before they become risks
• Detect and remediate breaches
• Encrypt data in transit and at rest
• Prevent data loss while enabling productive work

Three types of security solutions
Enterprises enhance security on mobile devices by deploying these three
types of security capabilities:
01	Mobile Device Management (MDM) for managing device policies, including
remediation of known threats
02 Mobile Threat Detection for identifying cyber threats to mobile devices
03 Secure Wi-Fi for encrypting data via secure Wi-Fi connections
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5G security
5G will enable enterprises to access high-quality cloud security capabilities
that leverage artificial intelligence and machine learning to detect and
remediate complex threats.

[5G] has many enhanced security features
over 4G, such as improved integrity
protection mechanisms... Authorization
and authentication of mobile devices is
far stronger when implemented correctly
(in 5G) than in 4G, leading to increased
device identity protection.”10
— Paul McKay, Forrester researcher
Digital security analyst Dimitrios Pavlakis takes it a step further by
saying that 5G security not only depends on its implementation in
devices and networks, but that security aspects need to be reworked
for each different implementation.11 As mobile usage increases,
companies will need clear policies and modern approaches to
security to ensure data safety.

10. https://fortune.com/2020/02/20/5g-wireless-security-hackers/
11. https://security.toolbox.com/guest-article/5g-security-in-the-spotlight-can-it-help-sustain-future-iot-applications
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The cutting edge of mobile security
New technologies such as next-level innovative biometrics, improved
facial recognition, and no-scan security measures will soon be available
to enterprise mobile management teams. Organizations should stay on
top of the latest capabilities to ensure user identity verification and to
maintain control over access to corporate systems, data, and content
from mobile devices.

TREND

03

5G enables new levels
of innovation
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Trend 3: 5G enables new levels of innovation
The major factors that drive growth of the global 5G
infrastructure market are the need for high-data transfer speed
with low latency, the increased adoption of IoT devices, the
implementation of automation technologies across the enduser industries, and exponential rise in data traffic.
5G is revolutionizing the mobile industry with increased speed and network
reliability. This enables more responsive employee and customer mobile
experiences, helps to eliminate data and process bottlenecks, and brings the
full power of cloud services to more people and places.
The time is now for enterprises to implement strategies focused on how to
leverage 5G as it becomes widely available. Continued expansion of IoT and
other technologies will take advantage of 5G capabilities in the near future.

Faster, reliable connectivity for mobile workers*
A major technology shift is now underway as 5G expands with nationwide
network coverage. Mobile workers are starting to take advantage of 5G’s
higher speeds—T-Mobile’s network will be 8x faster than current LTE in
just a few years, and 15x faster in the next six years—for more efficient
and productive communications. Mobile workers using 5G will eventually
experience consistently stronger, faster connections due to more efficient
connectivity with less network congestion.

8X

T-Mobile’s network will be 8x faster than current LTE in
just a few years, and 15x faster in the next six years—for
more efficient and productive communications.

Accelerated IoT growth as 5G expands
The IoT market has experienced significant growth over the past few
years and is poised for exponential evolution, enabled by 5G technology.
One study predicts that 35 billion IoT devices will be installed worldwide
by 2021.12 IDC estimates that there will be 41.6 billion connected IoT
devices, or “things,” generating 79.4 zettabytes (ZB) of data in 2025.13 The
global 5G IoT market is expected to grow to $6.3 billion by 2025, a CAGR
of 55.4% during the forecast period.14

*5G: Capable device required; coverage not available in some areas. While 5G access won’t
require a certain plan or feature, some uses/services might. See Coverage details, Terms

12. https://techjury.net/blog/how-many-iot-devices-are-there/#gref

and Conditions, and Open Internet information for network management details (like video

13. https://www.idc.com/getdoc.jsp?containerId=prUS45213219

optimization) at T-Mobile.com.

14. https://www.marketsandmarkets.com/Market-Reports/5g-iot-market-164027845.html
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The rise of IoT innovation
IoT devices connected over 5G will continually capture and transfer data,
to eventually help enterprises improve efficiency, lower costs, and increase
productivity. Connecting large numbers of low-complexity, low-cost devices
over a wide area is known as Massive IoT. According to Ericsson, the number
of Massive IoT connections tripled during 2019, reaching close to 100 million.
Commercial devices for Massive IoT include various types of meters, sensors,
trackers and wearables.15
The ability of 5G networks to support a massive increase in low-cost devices
that consume minimal energy and can reliably send small amounts of data at
regular intervals will result in big opportunities for businesses that are already
using IoT. Massive IoT opportunities exist in many areas including smart
metering, asset and fleet management, and process automation.
According to Ericsson, 5G will facilitate the development of other types of IoT,
such as Broadband IoT, which relies on high throughput and low latency for
management of things like drones or smart cities. While Critical IoT used for such
high stakes use cases as robotics, autonomous vehicles, and process controls
is some years away from broad-scale deployment, development is in process.
5G New Radio (NR) architecture, which provides for ultra-reliable, low-latency
communication, will be essential for wide-area deployment of Critical IoT.

5G will enable Extended Reality
The expansion of 5G will help facilitate Extended Reality (XR), an immersive
blend of Augmented Reality (AR), Virtual Reality (VR), and Mixed Reality (MR).
5G will be an essential component to expand mass XR adoption, as it can
deliver the required data bandwidth for user interaction, such as faster scene
rendering. 5G will also enable the development of smaller, lighter, and more
efficient mobile devices.

15. https://www.ericsson.com/49da93/assets/local/mobility-report/documents/2020/june2020-ericsson-mobility-report.pdf
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Some XR applications for business, powered by VR or MR devices,
include:
• Retail: XR gives customers ability to “try on” items before buying, or
stage furniture in home for true, personalized experiences.
• Training: Realistic training tools assist with simulating dangerous
scenarios in fields like military, healthcare, aviation, and space exploration.
• Remote work: Remote employees can use immersive technology to feel
like they are in the same room.
• Real estate: Buyers and tenants can virtually walk through prospective
locations in real time.

New use cases on the horizon
While industry analysts expect 5G to be a game-changer in markets from
healthcare to self-driving cars, these applications will take time to come to
market. Those who start early may have a significant advantage.16
Examples include:
•	Intelligent manufacturing: Ericsson and the Fraunhofer Institute for
Production Technology (IPT) in Germany completed a factory test for the
precise machining of bladed disks for jet engines. Manufacturing had been
experiencing high production costs and lost productivity due to high defect
rates caused by small vibrations in the precise machining process. By adding
5G sensors to machines, defect rates were reduced from 25% to 15% and
overall production cost of each blade was lowered by about $4,040.17
•	Enhanced security: Samsung recently announced that the Galaxy A Quantum
will have the world’s first 5G smartphone with Quantum Random Number
Generator (QRNG) that can generate encryption with unprecedented strength.
•	Smart vehicles: Nokia and other members of the 5G Automotive Association
(5GAA) are demonstrating that 5G technology will play an important role in the
next evolution of vehicle connectivity—where cars can communicate with each
other, with other road users, even cyclists and pedestrians. It will also fuel a
new wave of in-car entertainment, with web browsing and Wi-Fi capabilities,
high-definition video, and cloud-based games.

16. https://www.greyb.com/companies-working-on-5g-technology/
17. https://www.newequipment.com/industry-trends/article/22060829/is-5g-ready-for-man
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The time to start is now
As business continues to adapt to a mobile-first mindset, with growing reliance
on mobile applications and digital processes, leaders must continue to adapt
and keep pace with innovation.
Enterprises that look to gain a competitive advantage from mobility should ramp
up their strategic planning to prepare for the wide availability of 5G. This will
give them time to assess business benefits, evaluate underlying technologies,
build requisite partnerships and capabilities, prepare implementation plans, run
pilots, and scale up operations.
IoT is an area that deserves particular focus because of the unprecedented
capabilities it enables. Looking ahead, 5G’s ability to transmit massive amounts
of data rapidly will drive new innovations in the future such as self-driving
vehicles, robotic telemedicine, immersive VR, and much more.
At the same time, organizations need to lay the right groundwork in terms of
security and manageability, as new technologies become commonplace in their
corporate environments. Workplace culture, hybrid remote work, governance,
and data compliance will require new scrutiny as mobile becomes the priority
network option for enterprises.

Ready to capitalize on the future of mobility?
T-Mobile for Business can help.
Talk to T-Mobile
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T-Mobile.com/business
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