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Increasing use of personal mobile devices for communication in 
highly regulated industries is driving the need for integrated, 

feature-rich communications compliance solutions. 

Sources: Bloomberg News: (https://www.bloomberg.com/news/articles/2022-07-14/wall-street-texting-habit-sticks-banks-with-rare-1-billion-bill)
SEC Press Release: (https://www.smarsh.com/blog/thought-leadership/SEC-fines-broker-dealer-for-failure-to-retain-text-messages/)

FINRA’s Disciplinary and Other FINRA Actions Report, March 2017: (https://www.finra.org/sites/default/files/publication_file/March_2017_Disciplinary_Actions.pdf)
Adjustment of Civil Monetary Penalties for Inflation and the Annual Civil Monetary Penalties Inflation Adjustment for 2021, Federal Register, 15 November 2021: 
(https://www.federalregister.gov/documents/2021/11/15/2021-24672/adjustment-of-civil-monetary-penalties-for-inflation-and-the-annual-civil-monetary-penalties)

Florida Bar News, The Florida Bar, 22 November 2021: (https://www.floridabar.org/the-florida-bar-news/lawyer-suspended-for-texting-client-during-a-remote-deposition/)

Regulatory Monitoring of 
Employee Communications 

Is Increasingly Complex

Regulators and industry associations are increasing requirements 
around monitoring and retention of electronic messaging.

Source: Regulatory agency and organization websites

Sti� Penalties Are Delivered
for Electronic Non-compliance

5 largest U.S. banks poised to pay 

for failing to monitor employees using unauthorized messaging apps

SEC fines a broker-dealer $100,000 for 
violating record keeping provisions related 

to employees’ use of text messaging

Fines for “willful neglect” of HIPAA rules in the healthcare 
industry (including text messaging) range from

Lawyer suspended for texting 
witness during phone deposition

Significant Use of Personal Devices 
by Employees Complicates 

Communications Management and 
Amplifies Organizational Risk

The volume of personal devices used for 
work requires compliance solutions that 
are easy to implement and use.

Among employed adults:

report using a corporate 
owned device for 

work purposes

report using their 
personal device for 

work purposes

report mixing both a 
corporate-owned and 
a personal device for 

work purposes

Source: IDC’s U.S. Consumer Communications and Mobile Services Survey, March 2022

Employees Use Their Personal 
Mobile Phones A LOT for Work

of adults report that the 
majority of the time spent on 

their personal mobile phone is 
for work purposes.

of adults say that between a 
quarter and half of the time 

they spend on their personal 
mobile phone is work-related.

of adults say that work 
accounts for less than a 
quarter of the time they 
spend on their phone.

Source: IDC’s U.S. Consumer Communications and Mobile Services Survey, March 2022

Source: IDC Future Enterprise Resiliency & Spending Survey, June-July 2022; IDC Future of Work Global Survey, April 2022

Security, Privacy and Compliance 
Technologies Are a Key Focus…

…with trust and regulatory oversight fueling usage of 
centrally managed communications solutions. 

$1 BILLION IN FINES

$12,000 to $63,000

33.7% 30.2% 7.3%

28.6%23.8%37%

Among U.S. companies:

indicate that trusting employees to keep corporate 
resources and client data secure is a big challenge 
in supporting mobile/hybrid workers41%
say regulatory compliance is a key business 
driver of work transformation20%
say investments in security, privacy, and compliance 
technologies are a high priority80%
are using communications capture solutions for email, 
messaging, and voice communications37%

Message from the Sponsor
T-Mobile has America’s largest, fastest, and most reliable 5G network, 

imagined for tomorrow but ready to give you an edge today. 
At T-Mobile for Business, we’re focused on providing your business with 
connectivity solutions and the dedicated, exceptional service you need to 
help you stay ahead. To learn more about how a second line solution can 

help you manage compliance, visit T-Mobile for Business MultiLine. 

Fastest: Based on median, overall combined 5G speeds according to analysis by Ookla® of 
Speedtest Intelligence® data 5G download speeds for Q2 2022. Most Reliable: According to 

independent third-party umlaut from crowdsourced user experience data including task completion 
(Jan to July 2022). See 5G device, coverage, & access details at T-Mobile.com. 


